MUHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUACKOW ®EQEPALIMA

DENAPTAMEHT FrOCYOAPCTBEHHOW MNOJNIUTUKU B COEPE
OBLLEIO OBPA30OBAHUA

MACbMO
ot 14 mas 2018 r. N 08-1184

O HAMNPABJIEHUN NHPOPMALIUA

[lenapTaMeHT rocygapcTBEHHOM NONUTUKK B cdhepe obLiero obpasoBaHns
MwuHoGpHaykn Poccum HanpaenseT ans ceegeHus paspabotaHHble BpemeHHown
komuccuen Coseta Pegepaumm no pasBnTUIO MHOOPMaLMOHHOro obLecTBa
MeToANYECKNEe pekoMeHaaumMm O pasmMeLLeH Ha MHPOPMAaLIMOHHbBIX CTEHAAX,
odomumanbHbIX UHTEPHET-canTax U Apyrux MHPOPMaLUNOHHbIX pecypcax
obLieobpasoBaTenbHbIX OpraHmM3aunin 1 OpraHoB, OCYLLECTBNSAIOLWMNX yNpaBieHme B
cthepe obpasoBaHus, tHopmMmauum o 6esonacHoM NoBeAEHUN U UCMNONb30BaHUN CETU
"MHTepHeT".

Hvpektop [enaptameHTa
A.E.TNETPOB

MpunoxeHwne

METOOUWYECKWE PEKOMEHOALIUA
O PASMELUEHUN HA NTHO®OPMALUMUOHHBIX CTEHAAX, O®PULINATIbHbIX
WHTEPHET-CAUTAX U APYTUX UHOOPMALIMOHHbIX PECYPCAX
OBLLUEOBPA3O0OBATEJIbHbIX OPFTAHU3ALIMA U OPTAHOB,
OCYLLUECTBNAOLWNX
YMNPABJIEHUE B COEPE OBPA30OBAHUA, UHPOPMALIMXA O BE3OMNACHOM
NOBEAEHUU U UCINOJIb3OBAHUU CETU "MHTEPHET"

kcnepTamn 1 YyneHammn BpemeHHon komuccumn CoseTta Peaepaumm no pasBUTUIO
MHOPMaLMOHHOro obLLecTBa B pamMKax BbIMOSTHEHNA PpEKOMEHAALUMN NapnaMeHTCKUX
cnywaHum "AKTyarnbHble BONpoCkl obecnevyeHnss 6e30nacHOCTU U pa3BUTUS AeTEN B
MHOPMaLMOHHOM NpPOCTpaHCcTBE", kKoTopble npownu B CoeTe Penepaumn 17 anpens
2017 r., 6binn paspaboTaHbl METOANYECKME PEKOMEHAALMN O pasMeLleHnn Ha
MHGOPMAaLMNOHHBIX CTeHAAaX, ohuLManbHbIX UHTEPHET-canTax n Opyrux
MHPOPMALMNOHHbLIX pecypcax 0bLieobpasoBaTenbHbIX OpraHn3auum 1 oOpraHos,
OCYLLECTBNALWNX yNpaBneHme B cpepe obpasoBaHus, nHpopmaumm o 6esonacHom
noBegeHun 1 ncnosb3oBaHuu cetn "MIHTepHeT" (Danee - metoguyeckme
pekomMeHaauum).

MeTogunyeckne pekomeHgaunmn HanpasneHbl Ha KAYeCTBEHHOE MOBbILLEHNE YPOBHS
NHpopMaLNOHHON aeaTenbHocTH 0bLeobpasoBaTeNnbHbIX OpraHM3auuin n OpraHoB.,
OCYyLLEeCTBNALWNX ynpaBreHme B chepe obpasoBaHmsi, B YacTu MHPOPMUPOBAHMS
yyaLLnxcs, UX poantenen (3akoHHbIX NpeacTaBuTenen) u negarornyecknx paboTHMKOB
00 OCHOBHBbIX acnekTax HGopmMaLMoHHOM 6e3onacHOCTH.

MeToguueckne pekomeHgaumm no3BonAaT oduieobpasoBaTenbHbIM OpraHM3auusm u
opraHam, OCyLeCTBMASALWNM ynpaBneHue B cchepe o6pasoBaHus, akTyann3npoBaTb
yXXe ucnonb3yemMble N pasMeLLeHHble MH(POPMaLMOHHbIE MaTepuarnsbl, Tak 1
NoAroTOBUTb MX B Crlydae X OTCYTCTBUA C Y4ETOM NyHLINX MPaKTUK U peKoMeHLauunn.

B pamkax MmeToanyeckmx pekoMeHaaumin paccMaTpuBaroTCs creayolme UHCTPYMEHTbI:



1. NHOPMALMOHHbIE CTEHAPbI,
2. othmumarnbHble UHTEPHET-pecypChl;

3. cpeacTBa MaccoBor MHAOPMAaLIMK (LIKOSMbHbIE raseTbl, nejarornyeckne n3gaHmsa u
napyrve).

MUHdopmaumoHHble cTeHAbI

Ha nHdopmMaLumoHHbIX cTeHaax B 0bLeobpasoBaTenbHbIX OpraHu3auunsx,
PacnosiIoKeHHbIX B (horie yupexaeHui n B kKabnHeTax, OCHaLLEHHbIX NepCOHanNbHbIMU
ycTponcTeamu ond Boixoga B ceTb "MIHTepHeT", pekomeHayeTcs pasmMecTuTb
NHOPMALMOHHbBIE NAMATKN, COAEPXKaLlMe OCHOBHbIE COBEThI N0 obecneyeHumto
NHOPMaLMOHHOM 6e30MaCHOCTN yYaLLUXCS.

B npunoxeHun N 1 kK MeTOOUYECKMM peEKOMEHOaUNAM NpeacTaBneH obpasel, NnaMsaTkm
Ansi pasmeLleHnst Ha MHOPMaLMOHHbBIX CTeHAAX.

CpenctBa maccoBoun UH(popmaumm

B cpeactBax maccoBoi MHopMaLMK, OPUEHTMPOBAHHbIX Ha 0by4atoLmxcs,
pekoMeHayeTcsl B TedeHue y4ebHoro roga perynspHo nybnmkoBaTe MHGPOPMALMOHHbIE
maTepuarbl, NOCBSILLEHHbIE OTAENbHLIM acnekTaM MHOopPMaLMOHHON 6e3onacHocTy, a
Takke pasnuyHble NaMsiTKM obLLero xapakrepa.

B cpeactBax maccoBon MHpOPMaLINK, OPUEHTUPOBAHHbLIX HA NegarorMyeckyto
00LEeCTBEHHOCTb, PEKOMEHAYETCSA B TEYEHNE KaneHaapHOro roga perynspHo
ny6nvkoBaTb MHPOPMaALMOHHbIE MaTepuarnsbl, MOCBSALLEHHbIE OTAENbHbIM acnekTam
NHOpPMaLNOHHOM B6e30MacHOCTU Kak HECOBEPLLUEHHOSETHUX, TakK U
obuieobpasoBaTenbHbIX OpraHM3aunin, a Takke pasnuyHble NamaTkn, 063opbl
HOPMaTUBHO-NPABOBOrO PErynMpoBaHns AaHHOW cpepbl U MHPOPMALMIO O akTyarbHbIX
MEpPONpUATUSX N COBbITUSX B aHHOW cdhepe.

B xoge npoBeneHnsa EguHoro ypoka no 6esonacHoctu B cetn "MIHTepHeT"
pekomeHayeTcs obecrneynTb BbIMyCK TEMATUYECKOro BbiMyCcka CpeacTBa MacCcoBOM
nHcpopmauun nmbo cepum nyénukaumi, cpeamn KoTopbiX pacCMOTPETb OpraHM30BaHHbIE
MepOoNpUATUS Ans o0y4varoLmnxca, X poanTenen (3aKoHHbIX NpeacTaBuTenen)
negarormn4eckon obLLLECTBEHHOCTM.

OdmumanbHblie UHTEpHET-pecypcbl

O6weobpasoBaTernbHbIM OpraHu3aLmsiM pekoMeHayeTCsl Ha CBOMX ouLmanbHbIX
NHTepHeT-pecypcax obecneunTtb PyHKLUMOHMPOBaAHNE CaMOCTOATENBHOMO U
cneumanuampoBaHHoro pasagena "MHdpopmaumoHHas 6e3onacHOCTh", B pamMkax
KOTOpPOro npesycMoTpeTb pasmelleHne criegyrowen nHpopmaummn:

dopmat
npeactaBneHns
N Pasgen/nogpasgen MaTepuanos CopepxaHue matepuanos
PaameluatoTcs Konun JOKYMEHTOB, T.€.

JlokaneHble CKaHMPOBAaHHbIN BapuaHT JOKYMEHTa,
HOpPMaTMBHbIE aKTbl B COOTBETCTBYHOLMI TpebOBaAHUAM K
chepe obecneyeHus napameTpam CKaHMPOBaHUSI.
NHOPMaLMOHHOM Konumn PasmelLaoTcs JOKYMEHTbI,
6e3onacHocTn OOKYMEHTOB B perfnaMeHTUpyroLLmMe opraHn3aunio u

1.06yvatowmxcs dopmaTte *PDF paboTy Cc nepcoHarnbHbIMU AaHHbIMMU,



Konumn
AOKYMEHTOB B
dopmate *PDF

HopmaTueHoe
2.perynuposaHue

TekcT Ha
CTpaHuue canta
Konun
AOKYMEHTOB B
dopmate *PDF

Neparornyecknum
3.paboTHunKam

TekcT Ha
4.06yvarowmmcs CTpaHuLe canta
Poantenam (3akoHHbIM
npeacraBUTENAM)

5.06yvatomxcsa

TekcT Ha
CTpaHuue canta

TekcT Ha
CTpaHuue canta

[leTckne 6e3onacHble
6.canTol

nnaHbl MeponpuaTuUn no obecneveHmto
NHdOpMaLUNOHHOW Be3onacHoCTH
obyuarowmxca n gpyrue.

MMy6nukytoTca akTyanbHble CBeAeHUs O
denepanbHbIX N perMoHanbHbIX 3aKOHax,
nMcbMax opraHoB BracTu 1 apyrue
HOPMaTUBHO-NPAaBOBbIE JOKYMEHTbI,
pernameHTupyowme obecneyeHune
MHopMaLUNOHHOM Be3onacHoCTU
HecoBepLUeHHoneTHuX. [lonyckaeTtca
BMECTO KOMUI pasmMmeLLaTtb rmnepcCbisikn
Ha COOTBETCTBYIOLLME AOKYMEHTbLI Ha
canTax opraHoB rocyAapCTBEHHOM BracTMu.
Pasmeluatotca metognyeckue
pekoMeHaauun n ykasbiBaeTcs
NHpopMauunsa 0 MeponpusaTUaX, NPoeKTax
1 NporpamMmmax, HanpasneHHbIX Ha
nosblLWeHne NHPOPMaLMOHHON
rPamMoOTHOCTUN Neaarorm4yeckmx
pabOTHMKOB.

Pa3mellaeTca nHpopmaumnmoHHas namsitka
(npunoxeHune N 2) 1 ykasbiBaeTcs
NHpopMaLmnsa 0 MeponNpUATUAX, NPoeKTax
n NporpamMmmax, HanpasneHHbIX Ha
noBbILLlEHME NH(POPMALIMOHHOMN
rPaMOTHOCTK OBy4atoLLNXCA.

PasmellaeTcs nHpopmaLMoHHas namsaTka
(npunoxexue N 3).

PasmelLaetcs nHgopmauma o
peKOMeHAyeMbIX K MCMOMb30BaHMIO B
y4yebHom npouecce 6e3onacHbIX canTax,
OaHHepbl 6e30nacHbIX AeTCKNUX CanTOB.

OpraHam, ocyLlecTBNAWLWNM ynpasneHne B cpepe obpasoBaHus, peKoMeHayeTCs Ha
cBoux opuumansHbix MHTEepHeT-pecypcax obecneynTtb PyHKLMOHUPOBaHNE
CaMOCTOSATESTIbHOIO U crieynann3mpoBaHHoro pasgena "MHgpopmaumoHHas
BesonacHoOCTL", B paMKax KOTOPOro npeAycMoTpeTb pa3MeLleHne crieqyroLlen

NHdOpMaLUK:

Mpunoxexne N 1

NMAMATKA 5 5
AnA oby4ArOLWKMNXcsAa ob UHPOPMALIMOHHOU BE3ONACHOCTU AETEU

HENb3A

1. Bcem nogpsa coobuiatb CBOK YaCcTHYHO MHpopMaumio (HacToswme M, hammnumio,
TenedoH, agpec, HOMep LLKOSbI, a Takke ooTorpadum CBOW, CBOEN CEMbU N OpY3en);

2. OTKpbIBaTb BIIOXEHHbIE (hanbl 3NEKTPOHHON NOYTbI, KOraa He 3Haellb

OoTrnpaBUTeEnNA,

3. pr6|/|Tb, npnonpaTbCd, OKa3blBaTb AaBlieHNE - BECTU cebsi HEBEXITNBO U

arpeccuBHo;



4. He pacnopsikancsa geHbramm TBOen ceMbm 6e3 paspelleHns cTapLlumx - Bcerga
cnpawumBaun pogutenem;

5. He BcTpeyvaincs ¢ IHTepHeT-3HaKOMbIMW B pearibHOW XXN3HU - MOCOBETYNCH CO
B3pOCIbIM, KOTOPOMY JOBeEpPSieLb.

OCTOPOXHO

1. He Bce nuwyT npaBgy. Yntaewsb o cebe HenpaBay B MHTepHeTe - coobLum 06 aTom
CBOUM POAUTENSAM UNN ONEKYHaM;

2. MNpurnawatoT nepennucebiBaTbCs, UrpaTb, OOMEHNBaTLCS - NPOBEPb, HET N NOABOXA;
3. He3akoHHOe KonnpoBaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerpga pacckasbiBan B3pocCribiM 0 Npobriemax B CETU - OHU BCerga nomoryT;

5. Nicnonb3yn HacTponkn 6e3onacHOCTU U NPUBATHOCTK, YTOObI HE NOTEPSATH CBOM
aKKayHTbl B COLICETSX U ApYyrnx nopTanax.

MOXHO

1. YBaxan gpyrux nonb3oBarteneun;

2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbIfIKYy Ha Hero;
3. OTKpbIBal TOMNbKO T€ CChISIKK, B KOTOPbIX YBEPEH;

4. ObwaTbCcs 3a NOMOLLbIO B3POCHbIM - POAUTENU, ONEKYHbI U aAMUHUCTPAaLMSA CalnToB
BCeraa noMoryT;

5. Nponan obyyeHne Ha canTe "CeTeBMYOK" 1 NONyYM nacnopT umdpoBoro
rpaxgaHuHa!

Mpunoxexne N 2

MHO®OPMALIMOHHASA NMAMATKA
AnA oObYYAIKOLWUNXCA AnA PASMELLEHUA
HA OPULINATIbHBIX AHTEPHET-PECYPCAX

C kaxxgblM roqoM MOoaeXxu B UHTEPHETE CTaHOBUTLCH BonblLue, a LWKONbHUKA OAHU 13
CcaMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay Tem, NOMMMO OFpPOMHOrO KOnMyecTBa
BO3MOXXHOCTEWN, MIHTEPHET HeceT 1 nNpobnembl. ATa NnamsaTKa JOMKHA NOMOoYb Tebe
©e3onacHo HaxoauTbCs B CETH.

KOMI'IbIOTeprIe BUPYCbI

KoMnbOTEpPHbI BUPYC - 9TO pa3HOBUOHOCTb KOMMbIOTEPHbLIX NPpOrpamMm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPON ABNSETCHA CNOCOBHOCTL K pasMHOXeHuto. B
AOMNOJSTHEHME K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UITU MOSHOCTLIO YHUYTOXNUTb BCE
annbl U JaHHble, MOAKOHTPOSIbHbBIE NOSb30BaTEND, OT MMEHU KOTOPOro bbina
3anyLieHa 3apaxeHHasi nporpammMa, a Takke noBpeauTb UNn Jaxe YHUUTOXUTb
OnepaumnoHHY0 CUCTEMY CO BCEMU dparnamm B Lenom. B 6onblunHCTBE cnyyaesB
pacrnpoCTPaHATCA BUPYChbl Yepe3 MHTEPHET.

MeToabl 3aWnTbl OT BPEOOHOCHbIX NMporpamMmm:



1. icnonb3ymn coBpeMeHHbIe OrnepaunoHHbIe CUCTEMBI, UMEKOLLME CEPbE3HbIN YPOBEHDb
3aWnTbl OT BPEOOHOCHbIX NPOrpamm;

2. [NoCcTosAHHO yCcTaHaBnNuBam nayT (LMdpPoBbIE 3anfaTkn, KOTOpble aBTOMaTUYECKM
yCTaHaBMAMBAKTCS C LieNbto A4opaboTkm nporpammbl) U gpyrne oGHOBNEHUSA CBOEWN
onepaumoHHon cnuctemMbl. CkaunmBam Ux TONbKO C odomuUManbHOro canTta paspaboTynka
OC. Ecnu cyuwiecTByeT pexmm aBTOMaTn4eckoro 06HOBNEHNS, BKITHOYUN €rO;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamMu Nonb3oBaTens, a He
agMuUHUCTpaTopa. ATO He NO3BONUT OONbLUNMHCTBY BPEAOHOCHbBIX MPOrpamm
WMHCTannMpoBaTbCs Ha TBOEM NEePCOHaNbHOM KOMMbLIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI U3BECTHbIX NPON3BOAUTENEN, C
aBToMaTu4ecknm obHoBneHnem 6as;

5. OrpaHunyb om3nyeckmin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLUHNE HOCUTESNM MHPOPpMaLMN, Takue Kak prielka, AUCK unm gann na
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTkpbIBan KOMMbIOTEPHbIE ddansibl, MONYyYEHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[axe Te dansnbl, KOTOpble NpUcras TBOM 3HAaKOMbIW. Jly4dlle yTOYHN Y Hero, oTnpassisn
nn oH Tebe unx.

Cetun WI-FI

Wi-Fi - aTO He BMA nNepegayn gaHHbIX, He TEXHOMNOMS, a BCEro nNuilb OpeHa, Mmapka.
Ewe B 1991 rogy HuaepnaHackasa komnaHus sapermctpmposana 6perng "WECA", uyto
obos3Havano cnosocoyeTaHue "Wireless Fidelity", koTopbI nepeBoanTcs Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesnartypa, KoTopas ABNAETCA TakoM e
TexHornorven. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINIO 4aHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOW TeXHUKKN Hi-Fi, 4TO B nepeBoge 03Ha4vaeT "BblicOKas
TOYHOCTBL".

[a, 6ecnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENsIX U aspornopTax ABMSETCA OT/IMYHON
BO3MOXHOCTbIO BbIX04a B MHTEPHET. HO MHOrMe akcnepTbl CYUTAIOT, YTO
obwenoctynHole Wi-Fi ceTn He siBnsitoTcst 6e3onacHbIMN.

CoBeTbl No 6e3onacHocTn paboTtbl B 06wwenoctynHbix cetax Wi-fi:

1. He nepepgasain cBoto nu4yHyto nHdopmaumo Yepes obwenoctynHole Wi-Fi ceTtw.
PaboTtas B HUX, )xenaTtefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U KakMe-To HOMepa,;

2. Vicnonb3yi n 06HOBNSA aHTUBMPYCHbIE NporpamMmmbl 1 OpaHamMayep. TeM caMbiM Thbl
obe3onacuub cebsi OT 3aKkayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpwn ncnonesosaHun Wi-Fi otkntoum doyHkumio "O6wmi goctyn K barnam u
npuHtepam". lJaHHaa PyHKUKUSA 3aKkpbiTa N0 YMONYaHUIO, OAHAKO HEKOTOpble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unu yyebe;

4. He ncnoneayn nyonunyHbin WI-FI ana nepegayv nnyHbIX gaHHbIX, HANpuMep Ans
BbIX04a B couMnanbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Nicnonb3yn TonbKo 3awueHHoe coegmHeHne Yepes3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";



6. B MmobunsHoM TenedoHe oTkmoun dpyHkumo "MogkntoveHne k Wi-Fi
aBTomMaTtmyeckun". He gonyckam aBToMaTUYECKOro NOAKMKYEHNA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CouuvanbHble ceTu

CoumanbHble ceT akTUBHO BXOAST B HaLLY XW3Hb, MHOIMMe ntoan paboTatoT 1 XnyT
TaM NOCTOSAHHO, a B Facebook yxe 3apernctpmpoBaH Munnuapg 4enoBek, 4To
ABMSETCA OQHOW CebMOW BCeX Xuternen nnaHetol. MHOrne nonb3oBaTenu He
NMOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B coumaribHbIX CETAX, MOXeT ObITb
HangeHa 1 Ncnonb3oBaHa KeM YrogHo, B TOM Yucrie He ob6a3aTtenbHo ¢ 6narnmm
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6e30NacHOCTM B coLMarnbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y 1ebs B Apy3bsax HE AOSMKHO BbITb CriyYarHbIX U
HEe3HaKoMbIX ftoaen;

2. 3awumuian cBOK YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEr0 POXAEHWS U APYIYIO NIMYHY0 MHOPMaUUIO. 3r0YMbILLIIEHHUKA MOTYT
MCnonb3oBaTh Aaxe NHPOPMaLUIO O TOM, Kak Tbl U TBOM poauTenn NnaHupyeTte
NPOBECTU KaHUKYNbI;

3. 3awmuian ceow penyTaumio - AEPXKM €€ B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl Tbl, YTOOLI ApYyrne Nonb3oBaTesniv BUAENN, YTO Thl 3arpyxaewb? Nogyman, npexae
4yeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnv Tbl roBOpULLb C NIOObMU, KOTOPbIX HE 3Haellb, HE UCMONb3yn CBOE pearibHOe
UMS U OPYTYIO JIMYHYO MHAPOPMaLNKN: UMSA, MECTO XUTEeNbCTBa, MecTo y4ebbl 1 npoyee;

5. N36eran pasmelleHus otorpacun B HTepHeTe, rae Tbl N306paXkeH Ha MECTHOCTM,
Mo KOTOPOW MOXHO ONnpeaennTb TBOE MECTOMONOXEHNE;

6. Mpwn perncTpaumm B coumanbHOM ceTu HeOBX04MMO UCNONb30BaTh CIOXHbIE NAPONy,
cocTosime 3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. lnsa coumanbHON CeTn, NOYTbl U APYrMX CanToB HEOOXOAMMO MCNONb30BaTh pasHble
naponu. Torga ecnv 1eb64 B3nomMaroT, TO 3fI0YMbILLSIEHHMKM NOMyYaT JOCTYN TOMbKO K
OAHOMY MECTY, a He BO BCE cpasy.

ONEKTPOHHbIE OEHBIN

ONEKTPOHHbIE AEHBIN - 3TO OYEHb YA0OHLIN CNOCO6 NnaTexen, 0gHaKo CyLLECTBYHOT
MOLLUEHHWKM, KOTOPbIE XOTAT NONYYNTb 3TN OEHbIN.

SJ'IeKTpOHHbIe OeHbrm nodaBusinCb coecemMm HeaaBHO U MUMEHHO 13-3a 3TOro BO MHOIMMX
rocygapcrtBax o CMX nop He rnporncaHo npo HX B 3aKOHax.

B Poccun xe oHM OyHKUMOHUPYIOT N O HUX Y>Ke MPONMcaHo B 3aKOHe, rae ux
pas3fnensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHBbIE. PasHuua B TOM, 4TO
AHOHUMHbIE - 3TO Te, B KOTOPbIX paspeLuaeTcs NpoBoANTb onepauun 6e3
noeHTudrKaummn Nonb3oBaTesis, a B HeEaHOHMMHbIX MAEHTUUKALUA Nonb3oBaTens
aBnsaeTca oba3aTtensHon.



Takxe criegyeT pasnuyaTb 3rEKTPOHHbIE PUaTHbIE AeHbrM (paBHbI rOCYAapCTBEHHbLIM
BaroTam) 1 3NeKTPOHHblE HednaTHbIEe AeHbI (He paBHbI FOCy4apCTBEHHLIM
BanoTam).

OcHoBHble coBeTbl N0 Ge3onacHon pa60Te C 3NTIEKTPOHHbLIMU OEHbIraMu:

1. MpuBsxM K cHeTy MOBUNBHBLIM TenedoH. OTO caMblil YAOBHbLIN U BbICTPLI CNOCO6
BOCCTAHOBUTb A0OCTYN K c4eTy. [1puBa3aHHbIN TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nnaTeXxHbl Naponb UNu 3anjellb Ha CanT C HE3HAKOMOro YCTPOMCTBA;

2. Ncnonb3yn ogHopasoBble naposiv. [locne nepexoga Ha YCUMNEHHYK aBTOpU3aunio
Tebe yxe He ByaeT yrpoxaTb ONAaCHOCTb KpaXu Un nepexesata NraTexHoro napons;

3. Bbibepu crnoxHbin naponb. [NpectynHukam 6yaeTt He NpoCTo yragaTh CHOXHbIN
naponb. HagexxHble naponu - aTo Naposnu, KoTopble cogepXaT He MeHee 8 3HaKOB U
BKItOYatoT B cebsi CTPOYHbIE 1 NPONMUCHbIE BYKBbI, LMPbI N HECKOSBLKO CMMBOJSIOB,
TaKue Kak 3HaKk gonnapa, yHTa, BocknuuaTernbHbIi 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAN CBOU NNYHbIE AaHHbIE HA canTax, KOTOPbIM HE OOBEpAELUb.
SJ'IeKTpOHHaFI no4yTa

ONIeKTPOHHast noyTa - 3TO TEXHOSIOMMS U NpeaocTaBnsgemMble el YCryri no nepecoisike n
NOJSTYYEHMIO 3NEKTPOHHbBIX COOBLLIEHNI, KOTOPbIE PacnpeaensitoTCs B KOMMNbIOTEPHOM
ceTn. OBbIYHO SNEKTPOHHbIN NOYTOBBIN ALLMK BbIFAAUT Crieayrowmm obpasom:
UMs_Nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepegadn NnpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl No BesonacHon paboTe C 3NeKTPOHHOM MOYTON:

1. Hapo BbIGpaTb NpaBuibHbIA MOYTOBLIN cepBuUC. B MHTEpHETe eCTb OrPOMHbIV BbIOOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSATb TEM, KOrO 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBai B MNYHOM NOYTE NUYHYI0 MHGOopMaumio. Hanpmumep, nyywwe BbibpaTb
"My3blkanbHbI_(haHaTt@" unum "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopm3aumio. 3To Koraa NOMMMO Napons Hy>KHO BBOAUTb
Koa, npucbinaembii no SMS;

4. Bolbepu cnoxHbii naponb. [Ans Kaxxaoro noYToBOro silMka AomkeH ObiTb CBOW
HaOEeXHbI, YCTONYMBLIN K B3[IOMY Napofb;

5. Ecnun ecTb BO3MOXXHOCTb HanmcaTb camMomy CBOW NNYHbIN BOMpPOC, I/ICI'IOJ'Ib3yIZ Ty
BO3MOXHOCTb;

6. cnonb3yn HECKONBLKO MOYTOBbLIX ALWMKOB. NepBblt At YaCTHOW Nepenmncku ¢
agpecartamu, KOTOpbIM Thl AOBEPSELLb. OTO ANEKTPOHHbIN agpec He Hago
MCrnonb30BaTh NPU perucTpauum Ha oopymMax u camtax;

7. He oTkpbiBan dhansnbl U gpyrue BrioXXeHUs B NMCbMax, AaXke ecrnv OHU NpuLnu ot
TBOUX ApYy3en. Jlyylle yTOYHN Y HUX, OTNPaBNAnn N oHn Tebe aTn dannsi;

8. Nocne okoH4YaHNA paboTbl HA NOYTOBOM CEPBUCE Nepea 3akpbITUEM BKNAOKMU C
canTtom He 3abyab HaxaTtb Ha "Bbiitn".

KnbepbynnuHr nnn BupTyansHoe n3geBaTesnibCTBO



KnbepbynnuHr - npecnegoBaHme coobLLieHsamMu, cogepKalinmm ockopbnexms,
arpeccuio, 3anyrmpaHume; XynmraHcTeo; coumanbHoe BONKOTMPOBaHME C MOMOLLbO
pasnU4YHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbynMHIroMm:

1. He 6pocatics B 601. Jlyywwimn cnocob: nocoBeToBaTbCH Kak cebs BECTU U, ecniv HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavarne ycrnokontbcs. Ecnn Tl HavHelb
oTBeYaTb 0CKOpBrneHnaMmU Ha ockopbneHnst, To ToMbKo ele 6onblie pasoxokeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B CeTU MHMMas. CyLecTBYIOT cnocobbl BbIICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BeCTM XynuraHckui obpas BUpTyanbHOM XU3HU. IHTepHEeT domKkcupyeT Bce
TBOM AENCTBMUS U COXpaHSET nx. Yoanutb nx 0yaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBow BUPTYaribHY YECTb CMOSIOAY;

6. rHopupyn eamHnyHbin Heratm. OQHOPa30Bblie OCKOPOUTENBbHbLIE COOBLLEHMS
nyywe nrHopuposatb. OBbLIYHO arpeccus NpekpaLlaeTca Ha HavanbHOM cTaguu;

7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOBLLIEHNAMU, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKM OTNPaBKM COOBLLEHNI C
onpeaenieHHbIX agpecos;

8. Ecnu Tbl cBnaeTenb knbepbynnuHra. TBov AeNCTBUS: BbICTYNUTb NPOTUB
npecnegoBaTens, NokasaTb eMy, YTO ero 4ENCTBUSA OLEHMBAKOTCHA HEraTUBHO,
nogaepXxaTb XepTBY, KOTOPOW Hy>XHa ncuxonornyeckas NoMoLLb, COOBLLNTL B3POCHbIM
0 ¢bakTe arpeccmMBHOro NOBEAEHNSA B CETMU.

MoOBunbHbIM TENedOoH

CoBpemeHHble cMapTdOHbI U NaHWeTbl cogep)kaTt B cebe BNofHe B3pOCIbii
dYHKUMOHAr, 1 TENEPb OHM MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbIMU KOMMbOTEPAMM.
OpHako, cpeacTs 3aWwmTbl A4N9 N040OHbLIX YCTPOUCTB NoKa O4eHb Maro. TecTupoBaHue
N NOUCK YA3BMMOCTEN B HUX NPOUCXOAUT HE Tak MHTEHCMBHO, kak ang MK, To xxe camoe
KacaeTcst U MOBUMbHbBIX NPUNOXEHWUNA.

CoBpeMeHHble MobunbHble Gpay3epbl yKe NPakTUYECKN JOrHaNM HacTorbHble
aHanoru, ofHako paclumpeHne yHKLMoHana BreyveT 3a coboi 60nbLUyto CIOXHOCTb U
MEHbLLYH 3aLUMLLEHHOCTb.

[laneko He Bce NPoON3BOAUTENN BbIMyCKalOT OOHOBMNEHUS, 3aKpbiBalOLLME KPUTUYECKUE
ySI3BUMOCTU A1S1 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Anga 6e3onacHOCTM MOBUNbLHOro TenedoHa:

Huuero He siBnsieTcs no-HacTosiweMy 6ecnnatHbiM. Byab ocTopoxeH, Beap korga Tebe
npeanaratoT 6ecnnaTHbI KOHTEHT, B HEM MOTYT OblTb CKPbITbI KAKMe-TO NiaTHble
ycnyru;

Hdyman, npexae 4em otnpasutb SMS, ¢oTo nnmn Bngeo. Tbl TOYHO 3HAELLb, FAEe OHU
OyayT B KOHEYHOM uTore?



Heobxoanmo oGHOBNATL ONepaunoHHY CUCTEMY TBOEro CMapT(OHa;
Ncnonb3yi aHTMBUPYCHbIE NporpamMmmbl Anst MOBUNbHbIX TeNe(OHOB;

He 3arpyxaii NpunoxeHus oT HEM3BECTHOIO MCTOYHMKA, Bedb OHM MOTYT cofepXaTb
BPeAOHOCHOE NporpaMMHoe obecrneyeHue;

lMocne Toro Kak Tbl BbINAELLb C cauTa, rge BBOAUI NIMYHYIO MHpopMaLmio, 3anaun B
HacTponkn 6paysepa n yganu cookies;

rlepI/IOﬂ,VI‘-IeCKVI HpOBepFIVI, Kakune nraTtHble YCInyrn aktTuBupoBaHbl Ha TBOEM HOMEpPE,

[aBaii cBoi HOMep MOBUIBHOIO TenedoHa TONbKO NMOASM, KOTOPbIX Thl 3HAELLb U KOMY
[l0BepsieLLb;

Bluetooth gomxkeH GbITb BbIKMOYEH, KOrda Tl UM He nonb3yelbed. He 3abbiBan nHorga
NpoBepATb 3TO.

Online wvrpbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLLME Pa3BIieYeHus,
ob6beaunHsIIoLLMe COTHM ThiCsY YenoBeK No BCeMy MUpy. VIrpokn nccnenytot 4aHHbIA UM
MUp, oB6LLLaTCS APYr C APYFOM, BbINOMHSAOT 3a4aHuUs], CpaXkatoTCsl C MOHCTpaMu U
nony4atoT onbIT. 3a yAOBOMbCTBME OHW MATAT: MOKYNalT AWCK, ONfaynBaroT
aboHeMeHT unun npuobpeTatoT Kakmne-To onumun.

Bce aTv cpeacTtBa nayT Ha nogaepkaHue v pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMK, BbIMyCKaOTCS HOBbIE NaTym
(umdbpoBble 3annaTky Ans NporpamMM), 3aKpblBaOTCS YSI3BUMOCTY CEPBEPOB.

B nogoOHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpPpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa CUMcTtemMma aBTopu3aunn OonblWKHCTBA urp.

OcHoBHble coBeTbI N0 BE30NacHOCTN TBOETO MrpoBOIro akkayHTta:

1. Ecnn gpyron urpok BegeT cebsa nnoxo nnu cosgaet Tebe HeNpUATHOCTU, 3abnokupym
€ro B CMUCKE UrPOKOB;

2. Moxanynca agMMHUCTpaTopam Urpbl Ha NMoXoe NoBeeHne 3Toro Urpoka,
XenaTtenbHO NPUNOXUTb Kakne-To gokasaTeribCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaUmIo B npodanne urpsbl;
4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He yctanaBnusain HeoduLmanbHble NaTtin n MoAbl;

6. \cnonb3yn CnoXxHble 1 pasHble Naponu;

7. daxe BO Bpemsi Urpbl HE CTOUT OTKMOYaTb aHTUBUPYC. [oka Tbl Urpaellb, TBON
KOMMNbIOTEP MOTYT 3apa3sunTb.

OuwrHr nnn Kpaxa JNIM4HbIX OaHHbIX

O6bl4yHOM Kpaxken geHer U OKYMEHTOB CErofHs y>Ke HUKOro He yaMBULLb, HO C
pa3BUTUEM UHTEPHET-TEXHONOIMI 35T0YMbILLSNIEHHUKN NEPEMECTUNNCE B UHTEPHET, U
NPOAOSIKaKT 3aHMMaTbCs "NdMbIM" genom.



Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMUT B MoslydeHnn KoHuaeHUManbHbIX AaHHbIX Nonb3oBarternen -
norvHoB 1 naponen. Ha aHrnuickom Asbike phishing yMtaetcs kak dovwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegwn 3a cBouM akkayHTOM. Ecnu Tl nogo3peBaellb, YTO TBOSI aHKeTa Obina
B3riOMaHa, To HeobxoanMmo 3abnokMpoBaTb ee 1 COoBLWNTL aaMUHUCTPaTopam pecypca
00 3TOM Kak MOXHO CKOpee;

2. Ncnonb3yn 6e3onacHble Beb-canThbl, B TOM YXCIE, MHTEPHET-MarasnHoB U
NMOWUCKOBbLIX CUCTEM;

3. Vicnonb3yi crnoxHele 1 pa3Hble naponu. Takum obpasom, ecnu Tebst B3niomatroT, TO
310YMBbILLMEHHMKIN NoflyYaT JOCTYN TOMbKO K OAHOMY TBOEMY NPOMUIIIO B CETU, @ HE KO
BCEM;

4. Ecnu Tebs B3nomanu, To Heo6xoaAMMo NpeaynpeanTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fobaBneHbl y Tebsi B Apy3bsX, O TOM, YTO TebSA B3noManu 1, BO3MOXHO, OT
TBOEro MMeHn ByaeT pacchbifiaTbCsa Cnam M CCbIfIKM Ha ULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUnbHbLIN TenedoH;
6. OTKNIOYKM coxpaHeHue napons B bpaysepe;

7. He oTkpblBan dhansnbl U Apyrue BroXeHUs B NMCbMax, AaXke ecrnv OHU NpuLu oT
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBASann N oHn Tebe aTn pannsi.

Lindposas penytaums

Lindbposas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytowas nHgpopmauus, pasmeLleHHasi B UHTEPHETE, MOXET CePbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearibHOW Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MecTo XUTenbCcTBa, y4ebbl, TBOE (DMHAHCOBOE MOJIoXKeHNe, 0COBEHHOCTU
XapakTepa 1 pacckasbl 0 ONM3KUX - BCe 3TO HaKannMBaeTcs B CETU.

MHorvne nogpoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkauum nMyHon nHdpopmauumn B
NHTepHeTe, He NOHMMAasi BO3MOXXHbIX NOCNeACTBUA. Thl fJaxe HE CMOXELLUb AoragaTbCs
0 TOM, YTO choTorpadus, pasmeLleHHast 5 neT Ha3ag, cTana NPUYNHON OTKa3a NPUHATb
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux poTorpadun n apyrue 4encTemus MoryT He
NCYE3HYTb Aaxke nocne Toro, Kak Tbl X yAanub. Tbl HE 3HAELUb, KTO COXpaHWn aTy
MHpopmauuio, nonana nm oHa B MOMCKOBbIE CUCTEMbI U COXpaHUMach N OHa, a
rmaBHOE: YTO NoAyMatoT 0 Tebe okpyatoLwme Noan, KOTopble HanayT 1 yBUOAT 3TO.
HanTn nHdopmaLmo MHOro neT CnycTs CMOXeT Ntobon - kak n3 obpbIX NOBYXAEHUN,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YyrogHo.

OCHOBHble COBEeTbI MO 3aLUMTe LMGPOBON penyTauum:

1. Moayman, npexae 4em 4YTo-To NybrnvkoBaTh U Nnepegasath y cebsi B 6rore unu B
counanbHoOu CceTu;



2. B HacTpoukax npodunsa ycTaHOBU OrpaHUYeHns Ha NpoCMOTpP TBOEro npodmnsa n ero
coOepXMUMOro, caenamn ero Tonbko "gna gpysen';

3. He pasmeluan u He ykasbiBan MHGOPMaLMIO, KOTOpas MOXET KOro-nnmbo ockopbnaTb
nnNn obmxaTb.

ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJIbHUKWN - aKTUBHbIE MNOJIb30OBaTESNIN LI,VI(prBOFO MpPOCTpaHCTBa.
OpaHako ganeko He BCe 3HatoT, YTO NOfb30BaHME MHOMMMU BO3MOXKHOCTSMM Ll,VI(prBOFO
Mupa Tpe6yeT cobnogeHus npaB Ha UHTENNEeKTyalrlbHYIO COBCTBEHHOCTD.

TepMuH "nHTENNekTyanbHasi CO6CTBEHHOCTL" OTHOCUTCS K pas3nnyHbIM TBOPEHNAM
YerioBEYEeCKOro yma, HauymHasi C HoBbIX M300peTeHNn U 3HaKoB, 0603HaYaKLLMX
COBCTBEHHOCTb Ha NPOAYKTbI MU YCIYrn, U 3aKkaH4MBas KHUramm, potorpacunsamu,
KMHOUIIbMaMmn 1 My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNeKTyanbHy COBCTBEHHOCTb Ha NpoM3BeaeHUs
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTopa He ByaeT HanpacHbIM, AacT emy
crnpaBeaniMBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTaTax CBoero Tpyaa, nonyvmTb
N3BECTHOCTb M Npu3HaHune. HukTo 6e3 paspelleHnsa aBTopa He MOXeT BOCMPOM3BOaUTb
€ro rnpousBefeHne, pacnpocTpaHaTb, NyONnMYHO 4EMOHCTPMPOBaThL, NpoAaBaThb,
MMNOPTUPOBATb, MycKaTb B NPOKaT, NyOrMYHO UCMOMHATL, MOKa3bIBaTb/UCNONHATE B
achupe unn pasmewatb B VIHTEpHeTE.

Mcnonb3oBaHue "nupaTtckoro” nporpaMmMHoOro obecrneyeHns MoXeT NPUBECTU K MHOTUM
puckam: OT NoTepu AaHHbIX K TBOUM akkayHTam 00 BrIOKMPOBKM TBOErO YCTPOWCTBA, rae
yCTaHOBIIeHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYHOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANUTWN B CETU.

O noprane

CeTeBUYOK.pch - TBOM rMaBHbIA COBETYMK B CETU. 34ECH Thbl MOXELLb Y3HATb O

6e30MnacHOCTM B CETU NOHATHBIM U AOCTYMHbBIM S3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKON cUTyaumm obpatuTbCs 3a COBETOM. A Takke NPUHATbL ydacTme B

KOHKypCax 1 ctaTb caMbiM UUAPOBLIM rpaxkgaHMHOM!

Mpunoxexne N 3

NMAMATKA Ons POAUTENENA OB UH®OPMALMOHHOW BE3OMNACHOCTU OETEN

OnpegeneHne TepmmHa "nMHopmaumoHHasa 6e3onacHOCTb AeTeN" COOEPXKNTCA B
®epeparnbHoMm 3akoHe N 436-93 "O 3awmTe geten oT nHpopmMaumm, MPUHNHSIIOLLIEN
Bpe VX 300POBbI0 U Pa3BUTUID", perynupyowmnmM OTHOLLEHNS, CBA3AHHbIE C 3aLLUTOMN
AeTen ot nHdopmaumm, NPUYKHSAIOLLEN Bpea UX 340P0BbI0 U (MNK) pa3BUTUIO.
CornacHo gaHHOMY 3akoHY "MHopMaunoHHas 6e30nacHOCTb AeTen" - 3TO COCTOSAHME
3aLlMLLEHHOCTU, NPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM
MHpopmauunen Bpeaa nx 3gopoBblo 1 (MNKn) PrU3n4ecKomy, NCUXMYECKOMY, LYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-O3 nHpopmaumen, npudnHaoLLLEn Bpes
300POBbLIO U (UNN) Pa3BUTUIO AETEN, ABNAETCH:

1. HOpMaUms, 3anpeLLeHHas onsa pacnpocTpaHeHNa cpeaun aeTen;



2. HbopmaLums, pacnpocTpaHeHne KOTOPOW orpaHUYeHo cpeaun aeten onpeneneHHbIX
BO3PACTHbIX KaTEropun.

3. K uHdopmauuu, 3anpeLieHHON ans pacnpocTpaHeHus cpean geTen, OTHOCUTCS:

4. nHhopmaums, nobyxgarLwas AeTen K COBEPLUEHNIO AENCTBUI, NPEACTaBSOLWMX
Yrpo3y UX XU3HU U (UNn) 340POBbLIO, B T.4. NPUYUHEHUIO Bpeda CBOEMY 340POBbLIO,
camoybunncray;

5. cnocobHOCTL BbI3BATL Y AETEN XernaHue ynotpebutb HapkoTUYeCKMe CpeacTBa,
NCUXOTPONMHbIE 1 (UNN) oAypPMaHUBaloLLME BellecTBa, TabayHble n3nenus,
ankorofibHyo 1 CNMPTOCOAEP KAaLLY NPOAYKLMIO, MUBO U HANWUTKW, U3roTaBNMBaeMble
Ha ero OCHOBE; MPUHSTL y4acTue B a3apTHbIX Urpax, 3aHMMaTbCS NPOCTUTYLIMEN,
OPOASKHNYECTBOM MM NONPOLLARHNYECTBOM;

6. o6ocHoBbIBatoLLasn uUnv onpaeabiBatoLLiaa 40NyCTUMOCTb HACKUnna 1 (Unmn)
XXeCToKoCTM Nnbo nobyxaaroLas ocyLeCcTBNATL HACUbCTBEHHbIE AENCTBUS MO
OTHOLLEHUIO K JNIOAAM U XXUBOTHbBIM;

7. oTpuuarowas ceMenHble LEeHHOCTU 1 hopMUpyoLLast HeyBaXkeHue K poanTensm u
(Mnn) OpyrMm YneHam cembi;

8. onpaeabiBatoLlasi NPOTMBONPAaBHOE NOBEAEHNE;
9. cogepxalas HeLeH3ypHYHo bpaHb;
10. cogepxawas MHpopmaumto NopHorpadmnyeCcKoro xapakrepa.

K nHopmaumm, pacnpocTpaHeHne KOTOPOW orpaHNYeHo cpean geTen onpeneneHHoro
BO3pacTa, OTHOCUTCS:

1. MHopMaLus, NpeacTaBnsiemMast B Buae n3obpaxxeHnst Unm onmcaHust XX€CToKoCTH,
dm3nyeckoro n (UNn) NCUXMYECKOro HAaCUNUS, NPECTYNNEHMS UU UHOTO
AHTMOOLLIECTBEHHOIO AENCTBUS;

2. BbI3blBaloLLas y AeTewn cTpax, yKac Unu naHuky, B T.4. npeactaBnsiemas B BUae
n306pakeHns Nnn onucaHns B YHKatoLWen YenoBe4yeckoe JOCTOMHCTBO dhopme
HeHacuUnNbCTBEHHOW cMepTu, 3aboneBaHuns, camoybmnincTea, HeC4HacCTHOro crny4yas,
aBapuu nnu katactpodbl 1 (M) UX NOCNEACTBUN;

3. npeacTasnsemas B BUae n3obpaxeHns nnm onnucaHus NomoBbiX OTHOLLEHNA MeXay
MY>XHYNUHOWN U XXEHLLMHOW;

4. cogepxallasi 6paHHble CroBa U BblpaXXeHWsi, He OTHOCSLLMECS K HELIEH3YPHOW
GpaHw.

C yuyeTom astoro Bam npeagnaratotca npasuna padoTtbl B ceTn IHTEpHeET ons
pasnU4YHbIX BO3PACTHbIX KaTeropui, cobniogeHne KoTopbix No3BoNMT obecneyunts
NHpOpPMaLNOHHYI0 6Ge30NacHOCTb BalLnX AETEN.

O6wume npasuna gna pogutenen

1. HesaBucumo OT Bo3pacTta pebeHka UCronb3yiTe nporpamMmHoe obecredeHue,
nomoratoLlee punbTPoBaTh U KOHTPONMPOBATbL MHAPOPMALMIO, HO HE nonaranTech
MOSTHOCTBIO Ha Hero. Balue BHUMaHVe K pebeHKy - rmaBHbll MeTos 3aLuThI.



2. Ecnu Baw pebeHok umeeT akkayHT Ha OOHOM M3 coumanbHbIX CEPBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru n 1.n.), BHUMATENbHO U3y4nTE, KaKyHO
NHOPMaLMIO MOMELLAIT €ro Y4aCTHUKN B CBOUX Npodunsx n 6norax, Bkrnoyas
doTorpacun n BUAEO.

3. [poBepbTe, C KaKMMK OpyrMMmn canTtamm CBA3aH coumarbHbIv cepBuc Baluero
pebeHka. CTpaHuykn Bawero pebeHka moryT 6biTb 6€30MacHbIMKU, HO MOTYT U
coaepkaTb CCbIfIKM Ha HexenaTterbHble 1 onacHble canTbl (HanpMMep, MOPHOCAWT, UK
CaunT, Ha KOTOPOM ApYyr yNoMnHaeT HOMep coToBoro TenedoHa Bawero pebeHka unu
Baw gomawHnin agpec)

4. Moowpsnte Bawmnx geten coobiatbe 060 BCEM CTPaHHOM UK OTTaNKMBaoLWEM U He
CNULLKOM OCTPO pearupymTe, Korga oHu 310 genaroT (M3-3a onaceHust NoTepsiTb OCTYN
K IHTEpHEeTY 4eTn He roBOPAT poauTensam o npobnemax, a Takke MoryT HayaTb
Mcnonb3oBaTh VIHTEpPHET BHE JOMa U LUKOMbI).

5. bygbTe B Kypce ceTeBoW Xxn3Hun Bawwero pebeHka. HTepecynTech, KTO X ApY3bs B
NHTepHeT Tak Xe, Kak MHTepecyeTecb peasibHbIMU ApY3bsMU.

BospacTt o1 7 o 8 net

B NHTepHeTe pebeHOK cTapaeTcsa NoCeTUTb T€ UMK NHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspeLleHne Ha NoceLLeHne KoTopbiX OH He nony4yun 6bl oT pogutenen. Noatomy
poauTensam ocobeHHO nonesHbl ByayT Te oTYeTbl, KOTOPble NPEeAOCTaBNATCA
nporpaMmmamMm no orpaHnYeHnto ncnonb3oBaHna HTepHeTa, T.e. PoguTtenbckum
KOHTPOSb UIK TO, YTO Bbl CMOXeTe YBMAETb BO BpeMeHHbIX pannax. B pesynbrate, y
pebeHka He BygeT OLWyLLEeHNS, YTO 3a HUM BeeTCA NOCTOSAHHbIA KOHTPOSb, OAHaKO,
poauTenu 6yayT no-npexHeMy 3HaTb, KakMe canTbl nocellaeT nx pebeHok. et B
AAaHHOM Bo3pacTe 0bnagatoT CUIbHbIM YyBCTBOM CEMbW, OHU OBEPYMBLI U HE
COMHeBatoTcs B aBTopuTeTax. OHM NobAT urpatb B CeTEBbIE UIPbI 1 NyTELeCcTBOBaTb
no VIHTepHeTY, UCNOSb3ys ANEKTPOHHYIO MOYTY, 3aX0AUTb Ha CanThbl U YaTbl, HE
pPEKOMEHOO0BAHHbIE POOUTENSIMMU.

CoBeTbl No 6e3onacHocTn B cetn IHTepHeT ans geten 7 - 8 net

1. Co3ganTe cnMcok AOMaLLHMX NpaBui noceleHuns VIHTepHeTa npu y4actnmn geTen un
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobntogeHnsi BpeMEeHHbIX HOPM HaxoXaeHus 3a
KomnbtoTepoM. MNokaxnte pebeHky, yto Bbl HabnogaeTe 3a HAM He NOTOMY 4TO Bam
9TO X04eTcs, a noToMy 4To Bbl GecnokonTech 0 ero 6e3onacHocTn 1 Bcerga rotoBbl
eMy NomMoub.

3. KomnbtoTep ¢ noakntodeHnem K MHTepHeTy JOMKEH HaxoanTbCs B 0bLen KoMHaTe
nog NPUCMOTPOM PoaUTESEN.

4. VicnonbaynTte cneumanbHble 4eTCKME NOMCKOBbIE MALUMHbI.

5. Ucnonb3yinTe cpeacTea 6NoKMpoOBaHMS HEXenaTenbHOro KOHTEHTa Kak JOMNOMNHeHne
K cTaHOapTHOMY PoauTenbcKoMy KOHTPOTIO.

6. Co3ganTe ceMenHbln 3NEeKTPOHHbIV AWK, YTOObI HE NO3BOMUTL AETAM UMETb
cobcTBEHHbIE agpeca.

7. BnokupyiTe gocTtyn Kk canTam ¢ 6ecnnaTtHbIMU NOYTOBbLIMU ALLMKAMU C MOMOLLbIO
COOTBETCTBYIOLLENO NPOrpaMmMHOro obecneyeHus.



8. Mpuyunte peten cosetoBaTbcs ¢ Bamu nepeq onybnvkoBaHnem kakom-nmbo
nHopmauum cpeacTsamMm ANIEKTPOHHOM NOYTLI, YaTOB, PErMCTPALMOHHbBIX (OOPM U
npodunen.

9. Hayunte geten He 3arpyxaTtb hainnbl, NporpaMmmbl UNn My3biky 6e3 Baluero
cornacus.

10. He paspeluante getam ncnonb3oBaTb Cry>KObl MTHOBEHHOIO 06MeHa
coobeHnamu.

11. B "6enbin" cnncok cantoB, paspeLLEeHHbIX A9 NOCeLeHnsi, BHOCUTE TOSbKO CauThbl
C XOopoLuen penyTtaumnen.

12. He 3abbiBante 6ecegoBaTtb ¢ 4eTbMu 06 UX apy3bsx B IHTepHeTe, Kak ecrniv bbl
peyb LWa 0 Apy3bsX B peanbHOW XU3HMU.

13. He penante "Taby" n3 BONpoCoOB NosioBON XU3HW, TaK Kak B IHTepHeTe ety MoryT
Nerko HaTKHYTbCA Ha NOpHorpaduio Unn canTsl "ansa B3pocnbIX".

14. Mpuyunte Bawero pebeHka coobuaTbe Bam O N0ObIX yrpo3ax unm Tpesorax,
cBs3aHHbIX ¢ MHTepHeToM. OcTaBanTeCcb CMOKOMHBIMU U HANOMHUTE AETAM, YTO OHUM B
B6esonacHoCTH, ecnmn camu pacckasanu Bam 0 CBOMX TpeBorax. [oxsanurte ux u
NocoBEeTYNTE NOOOWTU eLle pa3 B MNOAOBHbIX CriyyYasx.

Bospact geten ot 9 go 12 net

B naHHoM Bo3pacTe AeTu, kak NpaBuro, y»ke HachnblllaHbl O TOM, Kakasi MHdopMaLus
cywiectByeT B MIHTepHeTe. CoBepLUEHHO HOPMaribHO, YTO OHU XOTAT 3TO YBUAETD,
npoYecTb, ycnblwaTh. [Py 3TOM HY>KHO MOMHUTb, YTO AOCTYN K HEXenaTesbHbIM
maTepuanamMm MOXHO nerko 3abrnokupoBatb Npy nomoLm cpeacTs Poamtensckoro
KOHTPOSS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. Co3ganTe cnMCcoK OMAaLLHUX NpaBun noceweHns VIHTepHeT npu y4acTnmn geTen un
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobntogeHnsi HOpM HaxoXO4eHUs 3a KOMMNbIOTEPOM.

3. HabntoganTe 3a pebeHkoM npu paboTe 3a KOMMbLIOTEPOM, NOKaXUTE eMy, YTO Bbl
BGecnokonTecb 0 ero 6e30nacHOCTM 1 BCeraa roToBbl Oka3aTb €My NMOMOLLb.

4. KomnbloTep ¢ nogkrtoyeHmem B VIHTEpPHET OOMKEH HAaXoaUTbCSA B 00LLEN KOMHATe
nog NPUCMOTPOM poauUTENEN.

5. cnonb3ynTe cpeactea 6nNoknpoBaHUs HexxenaTeslbHOro KOHTEHTa Kak JONOSTHEHNE
K cTaHOapTHOMY PoauTenbCKOMY KOHTPOSHO.

6. He 3abbiBanTe npuHMMaTb HEMNOCPEACTBEHHOE YYacTMe B XM3HU pebeHka,
B6ecenoBaTb C AeTbMU 00 MX Apy3bsx B HTepHeTe.

7. HactamBanTte, 4TObbl 4€TU HMKOrAA HEe cornallanucb Ha N4YHble BCTPEYn C
Apy3bamu no HTepHeTy.

8. MNo3BonanTe geTam 3axoanTb TOSMbKO Ha canThbl U3 "6Genoro” cnucka, KOTopbIn
co3ganTte BMECTE C HUMMN.



9. MNpuyynTte geTen HUKOrga He BblAaBaTb MYHYO MHAOPMAaUUIO cpeacTBamu
SNEKTPOHHOM NOYThl, YaTOB, CUCTEM MIHOBEHHOro obmMeHa coobLeHnamu,
perncTpaunoHHbIX POPM, JIMYHLIX NPOdOUNEN U NpU perucTpaumm Ha KOHKYpPChl B
NHTepHeTe.

10. Mpuyunte geten He 3arpyxaTtb nNporpammbl 6e3 Bawero paspelwleHns. O6bscHuTe
WM, YTO OHM MOTYT CIly4arHO 3arpy3nTb BUPYCbl UK OpYroe HexenaTenbHoe
nporpaMmmHoe obecneveHue.

11. Co3gante Bawwemy pebeHKy orpaHMYeHHY0 y4ETHYH0 3anucb Ansi paboTbl Ha
KOMMblOTEPE.

12. Mpuyunte Bawero pebeHka coobLuaTb BaM 0 NobbIX yrpo3ax unm Tpesorax,
CBsi3aHHbIX C IHTepHeTOM. HanomHuTe AeTsM, 4TO OHM B 6e30MacHOCTH, ecnmn camm
pacckasanv BaM O CBOMX TPEBOrax 1 ornaceHusx.

13. PacckaxuTte getsim o nopHorpadumn B IHTepHeTE.

14. HactanBanTe Ha ToM, 4YTObbI AeTK NpeaoCTaBnAanM BaM SOCTYN K CBOEN
3NEKTPOHHOM NMoYTe, YTOOLI Bbl YOEAUMCh, YTO OHM HE 0BLaTCa C HE3HaKoMLUaMu.

15. O6bsACHUTE OETAM, YTO HEMb3S UCMONb30BaTh CETb ANs XYNUraHcTBea,
pacnpoCcTpaHeHUs1 CNneTeH UMK yrpoas.

Bospact geten ot 13 go 17 net

B aTOM BO3pacTe nogpoCTKM aKTUBHO UCMOSb3YHT NOUCKOBbLIE MaLUWHbI, NOMb3YTCA
3NEKTPOHHOM NoYTON, cnyx6amm MrHoBeHHoro obmeHa coobLEeHNSMN, CKaunBaroT
MYy3bIKy U punbmbl. Manbynkam B 3ToM Bo3pacTe GornbLue No HpaBy CMeTaTh BCE
OrpaHNYeHunst, OHN XaxayT rpyboro toMmopa, asapTHbIX Urp, KAPTUHOK "ans B3pochbIx".
[eBo4kn npegnoumTaoT obwaTbCs B YaTax, NpyM 3TOM OHM ropasgo 6onee
YyBCTBUTENbHbI K CEKCyarbHbIM JOMoraTtenscream B IHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poauTENSAM yXKe BECbMa CMOXHO KOHTPONIMPOBaTbL CBOUX
aeTen, Tak Kak 06 VIHTepHeTe OHM yXKe 3HaKT 3HaYMTeNbHO Hosblle CBOMX poauTeENen.
Tem He MeHee, He OoTnyckanTe AeTen B "cBoOOAHOE nnaBaHue" no HTepHeTy.
CrapanTecb akTMBHO y4yacTBoBaTh B 00LLieHNN pebeHka B VIHTepHeTe.

BaxxHo no-npexHemy cTporo cobnogaTts npasuna MHTepHeT-6e30nacHOCTY -
cornawleHune mexay pogutensamm n getbMu. Kpome 1oro, He06xXxoanMo Kak MOXHO yvaLle
npocmaTpuBaTb OTYETLI O AeATeNbHOCTM AeTen B VIHTepHeTe. CneayeT obpatntb
BHMMaHMe Ha HeOBXOANMOCTb COAEP)KaHUS POAUTENBCKUX Naponen (naponen
aAMUHUCTPATOPOB) B CTPOroM cekpeTe n 06paTtnTb BHAMAHUE Ha CTPOroCTb 3TUX
naponewn.

CoBeTbl N0 6e3onacHoCcTM B 3TOM Bo3pacTte oT 13 go 17 net

1. CosganTe cnMcok JOMaLLHMX NpaBui noceleHns VIHTepHeTa npu ydactum
noapoCTKOB 1 TpebynTe 6e3ycnoBHOro ero BoinosiHeHusi. ObroBopuTe ¢ pebeHKkoM
CMWCOK 3anpeLleHHbIX canToB ("4epHbIn cnmncok"), yackl paboTel B IHTEpHeTe,
PYyKOBOACTBO Mo obLieHunto B IHTepHeTe (B TOM Yucrie B YaTax).

2. KomnbloTep ¢ nogkrnoyeHnem K cetn MIHTepHeT JOomkKeH HaxoauTbca B obLwen
KOMHaTe.



3. He 3abbiBante 6ecenoBaTh ¢ AeTbMK 06 ux Apy3bsx B IHTEpHETE, O TOM, YEM OHMU
3aHATblI Takum obpasom, ByaTo peyb MaeT o Apy3bsix B pearnbHON xun3Hn. CnpalumsanTte
0 NOAsX, C KOTOpbIMK AeTH 0bLLaTCa NOCPEACTBOM CryX06 MrHOBEHHOro obmeHa
coobLeHnamMu, Ytobbl yoeamTbes, YTO 3TN N0AN UM 3HAKOMBbI.

4. VcnonbaynTte cpeacTtea 6r1O0KMpOBaHUS HEXeNnaTenbHOro KOHTEHTa Kak AOMNOSNIHEHME
K CTaHOapTHOMY PoauTensckoMy KOHTPOJTH.

5. Heobxogmmo 3HaTb, KakmuMu YaTamu nonb3ytoTca Bawwn getn. Moowpante
NCnonb30BaHME MOAEPUPYEMBIX YaTOB N HacTamBanTe, YToObl AeTn He obLannch B
NPUBaATHOM pPEXNME.

6. HactanBante Ha TOM, 4TOObI 4E€TN HUKOrAa HE BCTPEYanuchb JIMYHO C APY3bAMU U3
ceTn NHTepHerT.

7. MNMpnyyunte geten He BbldaBaTb CBOK JIMYHYKO MHAOPMALINIO CpeacTBaMu
3NEeKTPOHHOM MOYThLI, YaTOB, CUCTEM MIHOBEHHOIO 06MeHa coobLLeHnsMH,
perncTpaunoHHbIX PopM, NNYHBIX NPOdUIEN U NPU perncTpauumn Ha KOHKYpCbl B
NHTepHeTe.

8. MNpuyynTte geTen He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHms. Ob6bsacHUTe
UM, YTO OHM MOTYT CIly4anHO 3arpy3nTb BUPYCbl UM APYroe HexenaTenbHoe
nporpaMmmHoe obecneveHue.

9. MNpuyumnTe Bawero pebeHka coobliaTb Bam 0 MobbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX ¢ MHTepHeTOM. HanoMHuTe OeTaM, 4TO OHM B 6e30nacHOCTU, eCcnn camu
pacckasanu Bam, O CBOUX yrpo3ax unu tpesorax. [loxsanure nx n nocoBetymrte
NoaonTN eLle pa3 B NogobHbIX cryvasx.

10. Pacckaxute getsim o nopHorpadum B MIHTepHeTe. [Tomornte um 3awmtntbCs ot
cnama. HayuuTte nogpocTKoB He BblaaBaTb B IHTepHeTe CBOEero pearnbHOro
9NEKTPOHHOro agpeca, He OTBeYaTb Ha HeXenaTtesnbHble NMCbMa U UCNOSb30BaThb
crneumasnbHble NoYTOBblE PUMBbTPbI.

11. Mpuy4dnte cebsa 3HaKOMUTBLCSA C canTaMu, KOTopble NOceLatT NOAPOCTKM.

12. Hayunte pgeten yBaxaTb OPYrNX B UHTEpPHETE. Y6eauTech, YTO OHM 3HAKT O TOM,
4YTO NpaBuIia XopoLlero NoBeaeHUs1 AENCTBYIOT Be3ae - JaXe B BUPTyasribHOM MUpe.

13. OGbsACHUTE AETSM, YTO HM B KOEM Cly4Yae Henb3s ncnonb3oBaTtb CeTb Ans
XyInUraHcTBa, pacnpoCTpaHEeHUs CrNeTeH UK yrpo3 ApYrum Noasim.

14. ObcyamTe ¢ nogpocTkamm NpobnemMbl CETEBbLIX a3apTHbLIX UIP U UX BO3MOXHbIN
puck. HanomHuTe, 4TO AETN HE MOTYT UrpaTb B 3TW UIrPbl COrNacHO 3aKoHY.

[MOCTOSIHHO KOHTPONMPYNTE UCNoSb3oBaHue MHTepHeTa Bawmm pebeHkom! 310 He
HapyLleHne ero NM4YHOro NPOCTpaHCTBa, a Mepa NPeAoCTOPOXHOCTUN N NPOSABNEHNE
Bawen poantenbckon OTBETCTBEHHOCTU M 3a00Thl.



